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CHARGEN REFLECTIVE FLOOD
WHAT IS A CHARGEN REFLECTIVE FLOOD ATTACK?

CHARGEN Reflection attacks take advantage of the Character Generation Protocol, 

originally designed for troubleshooting, which allows sending a random number of 

characters. The attacker send tens of thousands of CHARGEN requests by utilizing botnets 

to one or more publicly-accessible systems offering the CHARGEN service.

The requests use the UDP protocol and the spoofed IP address of the target. The CHARGEN 

service replies with tens of thousands of replies to the target. Since the protocol allows 

replies of random size, there is an amplification factor which could potentially reach 1024X.
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Learn how Allot 
helped stop CHARGEN 
Reflective Flood Attacks

Unpredictable network congestion, caused by attack 
traffic that is consuming bandwidth, negatively 
impacts network performance and customer QoE. If 
not detected, CSPs may assume bandwidth capacity 
is not sufficient for increasing demand, but this 
problem cannot be solved by bandwidth expansion or 
expensive network infrastructure upgrades.

Service Provider Potential Risks 

Attack pattern and matched traffic reported by Allot's 
DDoS Secure management console

Attack pattern
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SNMP REFLECTED AMPLIFICATION ATTACK

WHAT IS AN SNMP REFLECTED AMPLIFICATION ATTACK?

SNMP reflected amplification attacks leverage the Simple Network Management Protocol 

(SNMP) used for configuring and collecting information from network devices like servers, 

switches, routers and printers. Similar to other reflection attacks, the attacker uses SNMP 

to trigger a flood of responses to the target. The perpetrator sends out a large number of 

SNMP queries with a spoofed IP address (the target’s) to numerous connected devices that, 

in turn, reply to that forged address.

The attack volume grows as more and more devices continue to reply, until the target 

network is brought down under the collective volume of these SNMP responses. The 

responses themselves can be greatly amplified and produce even higher traffic volumes. 

The amplification factor can be as high as 1700. 
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Learn how Allot helped 
stop SNMP Reflected 
Amplification Attack

An SNMP Reflected Amplification attack aimed at one 
target can effectively clog the CSP network pipes 
and jeopardize the QoE delivered to many innocent 
bystanders.  

Service Provider Potential Risks 

Attack pattern and matched traffic reported by Allot's 
DDoS Secure management console

Attack pattern
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TSUNAMI SYN FLOOD

WHAT IS A TSUNAMI SYN FLOOD ATTACK?

A SYN flood attack is a flood of multiple TCP SYN messages requesting to initiate a 

connection between the source system and the target, filling up its state table and 

exhausting its resources. The Tsunami SYN flood attack is a flood of SYN packets containing 

about 1,000 bytes per packet as opposed to the low data footprint a regular SYN packet 

would usually contain.

Since the TCP RFC puts no limitation on the amount of data that a SYN packet can carry, 

hackers can add data and produce packets that are larger by a factor of 25.

Attacker Botnets Web Server
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Learn how Allot 
helped stop Tsunami 
SYN Flood Attacks

When carried out using bot machines the SYN Flood 
attack can not only take down perimeter defense 
elements leaving the network unprotected, but 
also congest the infrastructure affecting network 
performance and customer QoE. 

Service Provider Potential Risks 
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https://www.allot.com/resources/success-stories/canada-csp-defends-against-ddos/


About Allot

Allot Communications Ltd. (NASDAQ, TASE: ALLT) is a provider of leading innovative network intelligence and security 

solutions for service providers worldwide, enhancing value to their customers. Our solutions are deployed globally for 

network and application analytics, traffic control and shaping, network-based security services, and more. Allot’s multi-

service platforms are deployed by over 500 mobile, fixed and cloud service providers and over 1000 enterprises. Our industry 

leading network-based security as a service solution has achieved over 50% penetration with some service providers and is 

already used by over 18 million subscribers in Europe. Allot. See. Control. Secure.

www.allot.com
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