Allot Traffic'Intelligence and
Assurance 414 KPYMHbIX Kopropauwui

[MonHas B3yarnn3auund, 3aljmnta N KOHTPOJib CETU

Ob6ecneuynB BM3yann3aumnio, 3alnuTy N KOHTPOSb BCEro Tpaq)vn(a B CE€TU, Bbl Y3HAETEe, KaK corfnacoesaTb

npon3BoAnNTEINTIbHOCTb I'IpVIﬂO)KEHMI7I C npuoputeTtamum Ballero Ou3Heca 1 3alUTUTbL CBOMX Morfb3oBaTenei u bmusHec

OT ycyrybnsiowmxcs knbepyrpos. 3To NpuyMHa, No KOTOPOW KOMMaHWK Mo BCeMy MYpY NonaratoTcsl Ha NPoAyKTbl 1

pelueHuns Allot na nonHon Bu3yanuaauum, 3awmnTbl U KOHTPOMS BCEro CETEBOro Tpaduka.

I/IHTenneKTyan bHble ceTeBble TeXHOJIOTMun

CeTeBasi aHanuTukKa
Pa3ymMHble 6u3Hec-pelleHusA

[MoHMMaHne TpeboBaHUI K BalLE CETU U
hYHKLMOHMPOBaHUS KPUTUHECKN BaXKHbBIX NPUIOXKEHWNA
nomMmoraeTt npMHnumMaTb 6onee MHPOPMUPOBaAHHbIE BU3HEC-
peweHus. PeweHus Allot ona ceteBon aHanUTUKK
NMo3BOMST BU3yanu3MpoBaTh, KnaccupuumnposaTthb 1
KONMMYECTBEHHO OLEHMNBATb BCIO aKTUBHOCTb B CETU, YTO
nomoraet npeanpuHMMaTb COOTBETCTBYOLME MepPbI ANns
obecrneyeHus cTtabunbHbIX U HAAEXHbIX NOoKa3aTenen
kayecTtBa B3anmopgencTema (QoE) ana Hanbonee BaxHbIX
NPUNOXEHNNA.

ObecneyeHne 6e30MNacHOCTU ceTen

KoHTponb npunoxeHnmn

MoBbiweHne 3cpPeKTUBHOCTU U
NpPou3BOAUTENIbHOCTU

WHBecTMUMM B ceTeBble 1 06MayHble NPUNOXKEHUS UMEIOT
peLuatoLLiee 3HaYeHne ans ycnexa Bailero 6usHeca. Huuto

He pasapakaeTt bonblue, YeM NOBTOPSOLLMECS Karnobbl Ha
Me[J1EHHbIE NPUINOXKEHNS, KOTOPbIE He paboTarT AOIKHBLIM
obpasom. C peweHusamun Allot 4ns KOHTPONS NPUIOXEHWUIA Bbl
MOXETE Ha3HaYMTb MaKCUMasIbHbINA NPUOPUTET KPUTUYECKN
BaKHbIM NPUINOXEHMSIM Ars 0b6ecrneyeHnst onTUMasnsHOro
KavecTBa B3aMMOLENCTBUSI, rapaHTUPOBAaB YA0BNETBOPEHHOCTb 1
NPOAYKTUBHOCTL BaLLMX NOSb30BaTENe.

O6HapyxeHue noBeaeH4YeCKUX
aHoManuun
ObecneyeHne [OCTYNMHOCTU CeTU

OdbdpekTnBHOCTL BU3HECa 1 YAOBNETBOPEHHOCTL
nonb3oBaTernen 3aBUCAT OT NOCTOSIHHOW JOCTYMHOCTU
BaLlel ceTu. Ytobbl pelwunTb 3Ty 3agady, komnaHus Allot
NMOMOXET BaM YCTAHOBUTb MOMHOCTbI0 aBTOMAaTU3MPOBaHHYO
3alUUTy B pearilbHOM BPEMEHW OT BXOOSALLMX U NCXOOALLMX
00beMHbIX aTtak, yrpoxatwux sawen cetu. Allot
6e3ownboyHO obHapyxmnBaeT n HenTpanuadyet DDoS-

aTaku HyreBOro HA 3a HECKOMbKO CeKyHA, npexae 4em

B Ballell CETU BO3HUKHYT JOPOrocTosiLLMe npepbiBaHus
obcnyXmMBaHMSA UM NPOCTOW.

Beb-0e3onacHocTb

FapaHTUA GesonacHOro U NPaBoMepHOro
ucnonb3oBaHus UHTepHeTa

Bes 3awuThl Baw 613HEC MOXET NErKO CTaTb XXEPTBOW
BPEOHOCHbIX MporpaMM, nNporpaMm-BbiMorarterien n yrpos,
BO3HUKAIOLLMX B pesyrrate HenpaBoMepHOro UCMornb30BaHUA
WNHTepHeTa. Allot 06beanHAET NOMHY BU3yanu3aumio CeTu 1
KOHTPOIb Ha OCHOBE MOMUTUK C COBPEMEHHBIMN TEXHOMOTUAMU
3aLLMThI OT BPEAOHOCHBIX MPOrpamMm, YTo NnoMoraeT
HenTpanun3oBaTtb BeO-yrpo3bl 1 MOMOraeT COTpyAHUKaM U
KnmeHTam 6e3omacHoO 1 NPOAYKTMBHO UCMONb30BaTh VIHTEpHET n
obnayHble NPUNOXeHs.

Q"Oil See. Control. Secure.
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Mnatdopma Allot Traffic Intelligence and Assurance onst KpynHbIX Kopniopauuii

Ha nnatgopme Allot Secure Service Gatewvay

NMonHasn Busyasrindaumsa n KOHTpPOIb
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Allot obecreurBaeT MOHUTOPYHT Tpadvka B pearibHOM

BPEMEHM 1 OTHETbI 00 MCMONb30BaHMM COMTAaCcHO NMOMUTUKaM
Tpaduka, COOTBETCTBYHOLLMM BaLLUM CIIOXHbBIM OONaqHbIM
npunoxenuam 1 LUOL, ona aetanbHoOM BU3yanmsawumm U KOHTPOrS CeTe Basi aHanNUTUKa

MPOV3BOANTENBHOCTU MPUIOXKEHWIA, AoCTyna K IHTEpHETY, kadecTBa

B3aNMOLENCTBUSI NOMb3oBaTernen, TeHeBbIx VIT-yrpo3 n BeG-yrpos. . .
Halu nonHbI Habop UHCTPYMEHTOB aHaNMTUKV B paMKax OOHOW

© Bmsyanmaauwﬂ MPUNOXEHMIA 7-ro YPOBHS KOHCOIM MOMOXET MOHSATb UCMONb30BaHME MPUMOXKEHWI U

o Busyanusauns sawmndgposaHHoro SSL-Tpaduka MoBEJEHYie NoMb30BaTEeNel, YTO NO3BONUT NPENOCTABRNSITh CETEBbIE
o Bwusyanusauusa nonb3oBatenen 1 KOHEYHbIX TOYEK yCIyr nyuiLLe, GbicTpee 1 aptheKTUBHEE, a Talke rapaHTVPOBaTh
o Busyanusauus se6-koHTeHTa 1 BeB-yrpos YOOBIETBOPEHHOCTb KaXKAOrO KNMeHTa.
o  MOHUTOPWHTI 1 aHanUTUKa C UCMONb30BaHUEM MaHenewn

MOHUTOPUHra

o CamoobHoBnsLWMecs nokasaTenm npon3BOANTENIbHOCTU B
pearnbHOM BpeMeEHU

MowHble cpeacTBa obecnevyeHus

Beb6-6e30nacHOCT N OOHapyXeHuUs
aHOManui noseaeHus Allot Gateway Manager

MoLLHbIV LIEHTP ynpaBneHusi, 0b6ecneqmsatoLLmin BU3yanusaLmio 1
KOHTPOMb BCero Tpadhuka B maciutabe cetu. LieHTpanunsoBaHHoe
ynpasneHve PyHKLUMAMU B3yanuaaumm, 6e30nacHOCTU 1 KOHTPONS
NPUIOXEHW 1 ceTeBor npounssoautensHocTy Allot SSG B
macwutabe cetn. MMybokoe NoHMMaHWe TOro, Kak CETEBbIE PECYPChbI
MCMOMb3YIOTCS NPUNOXEHNAMM, NOAKITOHEHHBIMM YCTPOUCTBaMI

1 caliTamm No3BOMSAET NOBLICUTL NOKa3aTeny kavecTsa
Beb-cpunirpaums B3aMMOZENCTBUS Nonb3oBaTeneii.

KoHTporb Haa onacHbIMWU NPUIOKEHUAMMN

3awumTa ot DDoS-aTak

3alumTa ot 6oT-ceTen

3awuTa oT cnama

Allot nomoraeT MakcumMaribHO UCMorb3oBaTh LIEHHOCT 0BMayHbIX
NPUNOXEHWIA Ans BsHeca, oGHapyxvBast U BIIoKVPYs HTEPHET-
Yrpo3bl BCEX TUMOB, a Taioke BXoAsLLMe 1 ucxoasiume DDoS-atakm B
BaLlei cetn. BoamoxHocTu Allot Secure Service Gateway:

3awumTta oT BpEAOHOCHbIX NporpaMm
3awmTa oT ummHra
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NMponsBoanTesnbLHOCTD,
MacwTabupyemMocTb,
3achheKTUBHOCTDL

Allot Secure Service Gateway 0CHOBbIBaETCS Ha TOM e
NPOV3BOANTENBHOCTMN 1 HAAEKHOCTM OMNEepPaTopPCKOro Kracca,
koTopyto npoaykTbl Allot npegocTaBnAoT MHOMMM KPYNHENLLIM
ceteBbIM onepatopam. Allot 06beANHSAET HECKOMNBKO (PYHKLMIN B
nnatgopme Ha 6a3e Intel, koTopas 3aLmLLaeT BalLmM UHBECTULIMA
1 NO3BOISIET MaCLLTAabUPOBaTh CETEBbIE NMOAKMHOYEHUst oT 2 0o 20
noptoB 1GE/10GE B pamkax 0aHOro yCTPOMCTBa.

Mait 2020 .

CBSXMTECH C HAMW CErofHs, YTOObI 3annaHnpoBaTb JIMYHYH KOHCYnbTaunio U AeMOHCTPaUUIo.
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