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Executive Summary

While numerous content filtering apps are 
available for smartphones and tablets, these 
tend to be client-based, battery-consuming, 
and the user is responsible for managing the 
app. Many parents find these administrative 
duties too complicated, especially on multiple 
devices.

Network-based Security as a Service 
(SECaaS) is an attractive alternative. 
Operators offering SECaaS can provide 
parental control and anti-malware services 
with uniform setup options for all devices and 
hassle-free maintenance. Since the service is 
in the operator cloud, it doesn’t consume the 
device battery.

In this edition of MobileTrends, we took 
a closer look at the SECaaS market for 
consumers and the operators who are 
offering network-based Parental Control and 
Anti-Malware services. 

Smartphone use and Internet access by minor children is a fast growing 

phenomenon in today’s digital lifestyle. Smartphone and tablet ownership starts as 

early as 9 years old and parents are concerned about their children’s exposure to 

inappropriate content and social networks, as well as the threat of malware infection 

on their devices. This opens up new service and revenue opportunities for mobile 

CSPs who are in an ideal position to give parents some measure of control over the 

content their children can access and the threats they may encounter online. And it’s 

not just for kids. Adults also want to keep malware from infecting their devices.

Our findings show that:

• SECaaS is an effective engine for CSP 
revenue generation and churn reduction

• Of CSPs who offer SECaaS, 60% charge 
a premium for it with prices ranging from 
$1 to $5 per line per month

• Full ROI in 5-7 months can be achieved 
with incremental pricing for premium 
SECaaS (6 months on average)

• Annual ROI for premium SECaaS can be 
more than 250%

• Network-based Parental Control and 
Anti-Malware services create customer 
stickiness that can reduce CSP churn 
rates by as much as 2.4% annually 

• 2.4% annual churn savings from SECaaS 
may cover the cost of deployment and 
operation on its own

The value is clear. Network-based SECaaS 
solutions such as Parental Control and 
Anti-Malware have the potential to generate 
millions in revenue, and to save millions in 
churn reduction for mobile CSPs.
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As children spend more and more time 

online and communicating via social 

networking and instant messaging 

applications on their smartphones, it 

has become far more difficult for parents 

to track their children’s online activity. 

Whereas previously parents might have 

relied on website filtering and blocking 

software on a family PC to minimize their 

children’s access to potentially harmful 

websites, it is much harder to control 

their access today.

Demand for Parental Control Is Growing 

Kids have Smartphones!
In a survey of 2000 European children, 
smartphones appear as the most popular 
device – about 53% own one.  

Protecting Kids Online
Until recently, the complete responsibility 
for the content that children are exposed to 
was in the hands of their parents. Parents 
constantly needed to explain to their 
children about the dangers of the web, in 
order to control their online activity. Current 
technology advances help to make the 
parents’ task easier. 

Parental Control solutions offer parents 
peace of mind regarding the control and 
enforcement of the content that the child is 
exposed to.

Mobile Device Ownership by Age

Mobile Device Ownership by Country

Source: GSMA
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Are parents using Parental 
Control tools?
Although the majority of parents voice 
concerns regarding their children's Internet 
usage, the awareness of Parental Control 
solutions remains relatively low. A report 
by Ofcom1, a UK-based communications 
regulator, suggests that while the main 
reason that parents cite for not adopting 
Parental Control in PCs is the trust they put 
in their children. In addition, a significant 
38% of parents either don’t know the option 
is possible or don’t know how to apply the 
controls. Furthermore, this lack of awareness 
and understanding appears to be a key 
reason for parents not to use Parental 
Control.

Parental concerns about 
Internet content and lack 
of awareness regarding 
available solutions 
present a market 
opportunity for CSP 
services.

The majority of parents who installed Parental 
Control agree strongly that these measures 
are effective and their child is safer as a 
result. 

Content filters are the most popular type of 
Parental Control, as perceived by parents in 
a GSMA report, especially in more developed 
countries. Time-of-day restrictions or 
browse-time controls are mostly popular in 
developing countries.

60%
of parents are 
concerned about 
their children’s 
smartphone usage

Ages 8-11 Ages 12-15

88% 
of parents are 
concerned about 
their children viewing 
inappropriate sites

38% 
of parents aren’t 
aware of Parental 
Control tools or don’t 
know how to use 
them

50% 40%

Parental Control Applied, 2014

Content Filters Applied

PC Fixed Games 
Consoles

Portable Games 
Consoles

TV Service Smartphone

40%

45%

51%

35%

19%
15%

26%

14%

20%

13%

20%

13%

38%

47% 48%

40%

Low
Base

47%

40%

Ages 3-4 Ages 5-7 Ages 8-11 Ages 12-15
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Source: Ofcom 2014

1 Ofcom - http://www.ofcom.org.uk/
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What motivates parents to use 
Parental Control?
Research shows that there are two main 
reasons that parents use Parental Control: 

• As a precautionary measure 

• When Parental Control tools were pre-
installed

Most parents adopted controls after they 
bought a device with controls pre-installed or 
they were prompted to install them right after 
purchase or when signing up.

Parental concerns regarding the online 
activity of their children include:

• Inappropriate content or social networking 
groups

• Management of incoming spam
• Access at inappropriate times
• Amount of time spent online
• Inappropriate advertising

In addition, multiple devices need to be pro-
tected. All in all, not a simple task for parents.

Parental Control Used per Country

56.6%

43.4%

24.7%

79.9%

33.9%
27.6% 26.6%

58.9%

50.0%

35.6%

51.6%

22.6%

36.4%

50.0%

13.0%

69.0%

41.4%

27.6%

Content Filters Usage Controls Family Locator

Total ChileEgyptJapan IndonesiaIndia

Source: GSMA

Source: GSMA

Types of Browsing Control 

Content Filtering 
Content or URL filtering uses a software 
program to screen or block access to 
web pages or to email that is deemed 
objectionable. Content filtering is used 
by businesses and in traditional home 
computers.  Today, content filtering needs 
to be available for mobile devices such as 
smartphones and tablets. 

Usage Controls 
Usage controls tell parents when, how and 
with whom their kids are communicating.  It 
is possible to set usage limits on data, voice 
and messaging. 

Family Locator 
Family Locator allows parents to see their 
child's location on an interactive map from 
their mobile phone or computer. Parents can 
know where their kids are at all  
times and gain peace of mind.
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Malware is on the Rise

In the past two 
years malware 
attacks on 
mobile devices 
have increased 
substantially.

In addition, a recent report by Verizon, 
summarizes 10 years of security breaches, 
and shows the prominent rise of malware 
cases. 

Types of Malware Used in Attacks Between August 2013 and July 2014

Number of Breaches per Threat Category Over Time

Source: Verizon
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Malware attacks on mobile devices have 

seen a substantial growth during 2013 

and 2014, and Android OS has become 

the main target of attackers. 

A new report by Kaspersky Lab and 
INTERPOL, conducted between August 
2013 and July 2014, indicates that malicious 
malware targeting Android-based devices in 
order to steal their owners' money, was used 
in 60% of attacks registered by Kaspersky 
Lab security products. 
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Source: Kaspersky Labs

Android Users Worlwide Attacked by 
Financial Malware

Source: Kaspersky Labs

2014: 

100K     590K
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Company Offering Parental 
Control

Anti-
Malware

Free 
Service

Paid 
Service

Cost/Month Included in 
the Plan

Verizon (USA) FamilyBase 1 month free – then 
$4.99

Activation 
required

Verizon Support 
& Protection

$11 for line

AT&T (USA) Smart Limits 1 month free

$4.99 for 1 line

$9.99 for 10 lines

Network-Based 
Firewall Service

Telefonica 
(Spain)

Movistar Protege €1.5 for 3 devices

€2 for 5 devices

€3.5 for 10 devices

Mobile Security 
Service

NA

Security Pack €4 for 1 PC

€5 for 3 PC

Orange (France) Content Filters Activation 
required

Deutsche 
Telekom 
(Germany)

T-Mobile 
Kinderschutz

€2 for 1 line

€4 for 3 lines

The table below shows a sampling of 

CSPs in developed markets who provide 

some form of Parental Control and Anti-

Malware service, either for free or for an 

additional charge. Clearly there are many 

more CSPs who are not offering Security 

as a Service (SECaaS) to consumers at 

this time.

Many major CSPs offer content filtering 
and anti-malware as basic services for their 
subscribers, and supplementary services 
as a premium service. The products are 
usually offered following the registration of 

Included in basic service Not included in basic service

SECaaS Offerings by CSPs  

the mobile customer and can be added by 
customers as part of their subscription. This 
service can be free of charge – usually when 
there are regulation initiatives in a specific 
country. It can also be a basic service of 
content filtering with additional premium 
services that include mobile usage control, 
phone locator, control of contacts, and data 
sent to the mobile device. The monthly cost 
to the subscriber ranges usually from $1 to 
$5 per month for services to one line.

All prices refer to mobile service only (except 
for Telefonica Security Pack). 

Average price per line is $3. This price 
increases CSP ARPU by 7% on average.

Allot MobileTrends H1/2015 © 2015 Allot Communications. All rights reserved.6



Source: CSP Websites

Parental Control Anti-Malware Free Paid 

87% 56% 63% 59%

13% 44% 37% 41%

Company Offering Parental 
Control

Anti-
Malware

Free 
Service

Paid 
Service

Cost/Month Included in 
the Plan

TalkTalk (UK) MobileSafe

British Telecom 
(UK)

Network-Based 
Parental Control 
Service

O2 (UK)

Three (UK)

T-Mobile (UK) WebGuard

Rogers (Canada) Online Protection 
Premium

1 month free

$4.99/month

Bell Canada Security Plus $3/month

Telia (Sweden) SEK25

Numericable  
(France)

Free Software 
and Search 
Engine

Summary of CSP SECaaS Offerings

Included in basic service Not included in basic service
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ROI and Monetization of SECaaS  

Parental Control and Anti-Malware 

services are perceived as high-value 

security services by users because they 

meet a specific and important need — 

safeguarding the online experience of 

both children and adults. 

Rapid ROI is Achieved with 
Scalable Pricing
Pricing of parental services by CSPs varies 
on a scale of $1-$5. 

ROI is achieved at all levels:

• High-end pricing of $5 will achieve full 
ROI in 5 months

• Low-end pricing of $1.5 will achieve full 
ROI in 7 months

Our model calculated a moderate growth in 
customer base, reaching a 10% adoption 
rate after one year.

1 2 3 4 5 6 7 8 9 10

8,000,000

7,000,000

5,000,000

6,000,000

4,000,000

3,000,000

2,000,000

1,000,000

0

11 12 13 14 15 16 17 18 19

Months

US$

Cumulative High-End Revenues

Cumulative Cost

Cumulative Mid-Range Revenues

Cumulative Churn Saving 

Cumulative Low-End Revenues

Cumulative Cash Flow from Network-Based SECaaS

Monthly Charge per Subscriber

Monthly Price $5 $3 $1.5

ROI (months) 5 6 7

The model is based on estimated monthly recurring income per subscriber. 

The model calculated a moderate growth of opt-in subscribers reaching 10% adoption 
within 12 months.
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ROI and Monetization of SECaaS  

SECaaS is Beneficial even when Free

Even CSPs who choose to include Parental 
Control and Anti-Malware as free services 
gain from the ability to reduce churn levels 
among those who opt-in to the services. 
Value added services, and specifically 
security related services, help CSPs increase 
loyalty among their customer base and 
reduce churn rates. 

The analysis is based on average churn rates 
of 2.3% per month among CSPs in Europe 
and the USA and an estimated charge of $40 
per subscriber. Our model assumes adopters 

of the solution will develop higher brand 
loyalty and be less likely to churn, thus saving 
2.3% of the 10% adopters. 

Savings from the annual cumulative reduced 
churn rate can cover ~65% of operational 
costs or all of promotional costs. 

Churn Savings
The customer stickiness exhibited by 
subscribers who purchased Parental Control 
or Anti-Malware services translates into 0.2% 
reduction in the CSP average monthly churn 
rate, or a 2.4% annual reduction. For a Tier-1 
CSP will millions of subscribers, these churn 
savings can cover most or even all of the 
costs of providing the service free of charge.

256% ROI in One Year

Additional 
Revenues! 
SECaaS creates 
customer 
stickiness that 
reduces churn 
rates from a 
monthly average 
of 2.3% to 2.1% 
which translates to 
2.4% annually and 
is worth millions of 
dollars.

Annual free service 
costs

Promotional 
costs

Savings from 
reduced churn

Churn Savings vs. Service Costs

Example: Tier-1 CSP with 10 Million Subscribers

CSP example High-end 
service 
pricing

Mid-range 
service 
pricing

Low-end 
service 
pricing

Total subscriber base 10,000,000

Percent of subscribers with Parental 
Control (in 12 months)

10%

Total Parental Control subscribers 1,000,000

Price per month for Parental Control $5 $3 $1.5

Breakeven at 5 months 6 months 7 months

ROI in 12 months 1246% 708% 304%

ROI including marketing expenses 256% 114% 7%
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Our analysis shows that several mobile CSPs 
globally offer Parental Control and Anti-
Malware as network-based security services. 
These are especially popular in the USA and 
European countries.

Solution Approaches in Parental Control and Anti-Malware

The current market for Parental Control and 
Anti-Malware services offers a vast range of 
options. The increasing demand for these 
tools has driven the development of different 
types of services offered in the market. 
Solutions include mobile apps, client-based 
software and network-based services.

Types of Solutions

Mobile Apps

Network-based Services

PC Client Software

Anti-Malware solutions protect from:

Allot MobileTrends H1/2015 © 2015 Allot Communications. All rights reserved.10



Parental Control Solutions

Network-based Parental Control
Network-based Parental Control and Anti-
Malware solutions are based in the cloud 
and are the preferred offering of most CSPs. 
These Security as a Service (SECaas) 
solutions offer many advantages to both 
consumer and network operator.

Client-based Parental Control
Some Parental Control and Anti-Malware 
solutions are device app-based software 
products that usually include a child-safe 
browser or an option to limit the child’s 
access to certain apps installed on the 
mobile device. However, many parents 
struggle with the technical difficulties to 
configure and manage these apps. Also, the 
apps or software need to be re-installed at 
every device purchase or replacement. 

Client-based Parental Control tools available 
today can be purchased in a single payment 
that ranges from $20-$50, or monthly 
payments that range from $1 to $5. 

Allot MobileTrends H1/2015 © 2015 Allot Communications. All rights reserved. 11



Client-Based Security Network-Based Security

Revenues No revenue to CSP Opt-in revenue to CSP

Security Level Easy to bypass Hard to bypass

Updates Separate updates to each device, updates 
are the responsibility of the user of the device

Updates transparent to subscriber and 
happen on a 24/7 basis

Battery Life Uses up battery of the device No battery consumption

Device Performance Delays device performance – slows it down, 
takes up resources

Practically no delay or effect on device 
performance

Personalization Different for each device, OS Uniform settings that are easy to customize

Summary Complex solution that requires ongoing user 
administration

No-hassle solution that adds value and fulfills 
consumer need

Security as a Service often comprises two 
flexible service bundles – personal Parental 
Control and personal Anti-Malware.

Additional Benefits of SECaaS 

Allows parents to monitor and 
supervise the websites and content 
that their children can access online, 
as well as the amount of time they 
spend online. Accurate filtering, 
blocking, and reporting are based 
on content categories and personal 
parental settings.

Anti-malware prevents incoming 
viruses, worms, Trojans, bots, and 
other forms of malware from infecting 
subscriber devices. Includes powerful 
anti-virus and anti-phishing services 
that take the worry out of engaging in 
online activity and transactions.

Comparison between Client-Based and Network-Based Security Services

Benefits of Personal Parental Control Benefits of Personal Anti-Malware

OperatorSubscriber

My child is protected

Using the Internet safely

I know what my child is doing

Ability to use credit card safely

Valuable to customers. Profitable for CSPs.

Personal Protection

Value 
Proposition  
of SECaaS

Increased revenues

Churn reduction

Customer satisfaction

Brand loyalty
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Additional Benefits of SECaaS 

SECaaS solutions are beneficial for both 
subscribers and CSPs:

• Hassle-free product: no installation, auto 
upgrades, no battery consumption

• Unified platform: services are managed 
in the operator cloud

• Flexible pricing: service cost is not 
directly linked to the number of devices

Direct ROI on the service can be achieved 
in several months, depending on the price 
levels applied by the CSP. SECaaS solutions 
also benefit the CSP in the long term, as they 
help increase customer loyalty and reduce 
churn rates – and thus contribute to revenues 
in an additional way. 

GSMA Children’s use of mobile phones research
www.gsma.com/publicpolicy/wp-content/uploads/2012/03/GSMA_AND_NTT_DOCOMO_
Childrens_Report_WebPages_R1.pdf

SAFER Internet Program
www.sipbench.eu/transfer/SIP_BENCHII_4th_cycle_report_FINAL.pdf

LavaSoft 
www.lavasoft.com/support/spywareeducationcenter/wp_ispmalwarefiltering.php

Pew Research Center
www.pewinternet.org/files/old-media/Files/Reports/2013/PIP_TeensandTechnology2013.pdf

Kaspersky Labs
www.kaspersky.com/about/news/virus/2014/sixty-per-cent-of-Android-attacks-use-financial-
malware

CSP Websites   

Summary: Security Services as a Value Add Opportunity

Sources

At a time when both social networking 

and Internet access have boomed 

and malware threats prevail, SECaaS 

solutions provide dual offering of a 

Parental Control and Anti-Malware, 

enhancing customer satisfaction while 

also developing new value for CSPs.
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Americas:  300 TradeCenter, Suite 4680, Woburn, MA 01801 USA · Tel: (781) 939-9300 · Toll free: 877-255-6826 · Fax: (781) 939-9393

Europe: NCI – Les Centres d’Affaires Village d’Entreprises ‘Green Side’, 400 Avenue Roumanille, BP309, 

06906 Sophia Antipolis Cedex, France · Tel: 33 (0) 4-93-001160 · Fax: 33 (0) 4-93-001165

Asia Pacific: 25 Tai Seng Avenue, #03-03, Scorpio East Building, Singapore  534104 Tel: +65 67490213 Fax: +65 68481015

Japan: 4-2-3-301 Kanda Surugadai, Chiyoda-ku, Tokyo 101-0062 · Tel: 81 (3) 5297-7668 · Fax: 81(3) 5297-7669

Middle East and Africa: 22 Hanagar Street, Industrial Zone B, Hod-Hasharon, 4501317, Israel · Tel: 972 (9) 761-9200 · Fax: 972 (9) 744-3626

www.allot.com   info@allot.com

About Allot Communications

Allot Communications Ltd. (NASDAQ, TASE: ALLT) empowers service providers to monetize and optimize their networks, 
enterprises to enhance productivity and consumers to enjoy an always-on digital lifestyle. Allot’s advanced DPI-based 
broadband solutions identify and leverage network intelligence to analyze, protect, improve and enrich mobile, fixed and 
cloud service delivery and user experience. Allot’s unique blend of innovative technology, proven know-how and collaborative 
approach to industry standards and partnerships enables network operators worldwide to elevate their role in the digital 
lifestyle ecosystem and to open the door to a wealth of new business opportunities.
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